CEH/CHFI Course Outline

The CEH portion of the course occurs Monday through Thursday and ends with exam 312-50. The
following modules will be covered during this portion of the course:

e Module 1: Introduction to Ethical Hacking

e Module 2: Footprinting

e Module 3: Scanning

e Module 5: System Hacking

e Module 6: Trojans and Backdoors

e Module 11: Hacking Web Servers

e Module 13: Web-based Password Cracking Techniques
e Module 19: Evading IDS, Firewalls, and Honeypots

e Module 20: Buffer Overflows

The CHFI portion of the course occurs Friday through Sunday and ends with exam 312-49. The
following modules will be covered during this portion of the course:

e Module 1: Computer Forensics in Today’s World

e Module 2: Law & Computer Forensics

e Module 3: Computer Investigation Process

e Module 4: First Responder Procedure

e Module 6: Computer Forensics Lab

e Module 10: Window Forensics

e Module 12: Data Acquisition and Duplication

e Module 13: Computer Forensics Tools

e Module 14: Forensics Investigations using Encase

e Module 15: Recovering Deleted Files and Deleted Partitions
e Module 19: Network Forensics and Investigation Logs

e Module 26: Tracking E-mail and Investigating E-mail Crimes
e Module 34: Investigative Reports

e Module 35: Becoming an Expert witness



